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1
Introduction
1.1
This Code of Practice is to control the management, operation, use and confidentiality of the Closed Circuit Television (CCTV) system (the System) in Atherstone Town Centre and its associated Control Room.

1.2
The Code of Practice was prepared in consultation with Atherstone Town Council and Warwickshire Police.

1.3
The Code of Practice will be subject to periodic review following consultation with interested parties to ensure that it continues to reflect the public interest and that it and the System meets all legislative requirements.  

1.4
Quarterly meetings of interested parties will be held to ensure that appropriate liaison is maintained, problems identified and resolved and that the System meets its objectives.  The Borough Council’s Assistant Director (Community Development) will call the meetings.

1.5
The Code of Practice will be supplemented by an operator’s manual, which gives details of all aspects of Control Room operation, thus ensuring the objectives and principles set out in this Code of Practice receive strict compliance. The operator’s manual will only be available to authorised persons i.e. external auditors whom are tasked with ensuring the System’s compliance, as it contains confidential information that may prejudice the successful operation of the System, should this information enter the public domain.  

2
Background
2.1
A System to provide CCTV cameras in Atherstone Town Centre has been sponsored by Atherstone Town Council, North Warwickshire Borough Council, Warwickshire County Council and the Police.

2.2
The Control Room is owned and maintained by North Warwickshire Borough Council.  The cameras are monitored on behalf of Atherstone Town Council, which owns the cameras and associated ducts.

2.3
The System is a full colour system and facilitates surveillance of the town centre including the main shopping area on Long Street, eight public car parks and the Station Street Bus Station.

2.4
Overall responsibility for the System rests with the Assistant Director (Community Development) for North Warwickshire Borough Council. Day-to-day operation of the Control Room is the responsibility of the Borough Council’s Community Support Manager.

2.5
The Control Room is capable of receiving images from all cameras within the System.

2.6
Surveillance is carried out during the daytime and at night. The Town Council meets the cost of daytime monitoring, whilst the Borough Council meets night-time monitoring costs.

2.7
Constant communication links exist between the Control Room and the Police.
2.8
All recorded material and copyright thereof is owned by the Borough Council.  It is securely held and is subject to an audit trail.

3
Statement of Purpose
3.1
To provide a safe and secure environment for the benefit of those who might visit, work or live in the area. The System will not be used to invade the privacy of any individual except when carried out in accordance with the law.
3.2
The System will only be used for the following purposes:

· to reduce the fear of crime

· to assist the police, the Councils and other agencies in relation to community safety

· to reassure the public

· to prevent, deter and detect crime and disorder

· to identify, apprehend and prosecute offenders in relation to crime,  public order, road traffic accidents involving injury and all forms of harassment

· to provide the Police, the Councils and other Law Enforcement Agencies with evidence upon which to take criminal and civil actions in the Courts

· to monitor and assist traffic management issues, and

· to assist  all “emergency services” to carry out their lawful duties 

3.3
The System will be operated within the law and only for the purposes for which it is established or which are subsequently agreed in accordance with the Code of Practice.  It recognises the privacy of the individual, and the need to ensure the security and integrity of operational procedures.

3.4
Any amendment of purpose or the adoption of new objectives for the System will be subject to a formal decision being made by the Councils and the Police.

4
Protection of the Individual
4.1
The System will be operated having regard to the relevant legislation for the protection of civil liberties and in particular the Data Protection Act 1998, the Human Rights Act 1998, the Freedom of Information Act 2000 and the Regulation of Investigatory Powers Act 2000.

5
Changes to the Code of Practice

5.1
A major change that would have a significant impact on the Code of Practice or operation of the System will take place only after consultation with interested parties.

5.2
A minor change may be agreed by senior representatives with a participatory role in the operation of the system.

6
Responsibilities of the Owners of the System

6.1
The Borough Council will be responsible for the implementation of the Code of Practice and will ensure compliance with operational guidance. The Borough Council will also ensure compliance with requirements for accountability.  The procedure where breaches of the Code occur is set out in paragraph 15 below.

6.2
When appropriate, the Borough Council and the Town Council will consult with and provide information to the public about the operation of the System and about any proposed major changes to the scheme or Code of Practice.

7
Management of the System

7.1
The day-to-day management of the System and enforcement of the Code of Practice’s requirements are the responsibility of the Community Support Manager. The Assistant Director (Community Development) is responsible for the overall management of the System.

7.2
All liaison on a day to day basis will be through the Community Support Manager.

7.3
A CCTV security system prevents crime largely by increasing the risk of detection and prosecution of an offender. It is vital that any relevant evidence contained on videotapes is acceptable for use at Court hearings.  The System’s guidelines must be read and understood by all staff involved in delivering the service and a copy will be available in the Control Room for reference by authorised staff.  Where instructions are included they must be strictly adhered to so that the evidence contained on the tapes is not rendered inadmissible.

8
Installation

8.1
The advice and input from the Police will be sought when considering installation issues.  Consultation shall be undertaken with local people, their representatives in the community, trade organisations, and others on issues raised by any extension to the System prior to installation.

8.2
Having established by way of consultation the principle of using CCTV, as outlined in the introduction, the Councils will consult further with the Police on any proposals to extend CCTV coverage or to increase the number of cameras.  The appropriate Borough Council Board and the relevant town or parish council(s) will make the final decision regarding additional installations.

8.3
Any proposals to introduce technology, which is markedly different to that already in use, will be treated as being a significant change and pursued as stated in Section 5 of the Code.

8.4
No sound recordings will be made and no dummy cameras will be installed.

9
Accountability

9.1
The Public:- Copies of the Code of Practice and particulars of the complaints system will be available in accordance with the Code of Practice, as will copies of any annual report in respect of the System.

9.2
Local Authority: - The Borough Council and the Town Council will receive periodic reports on the System and shall be jointly responsible for any consultation agreements with the Police.  Any such report is available as a public document in accordance with the Council’s Standing Orders.

9.3
Police: - The Police will be informed and advised of the Code of Practice and be asked to operate within the Code and spirit of that document.

9.4
Partnership: - The Crime and Disorder Partnership will receive periodic reports on the System and its continuing effectiveness. The Partnership will also be consulted on any proposed changes to the system.

10
Public Information
10.1
All cameras are situated at prime sites in the town centre and car parks and are clearly visible by the public.

10.2
Signs clearly indicating that CCTV surveillance is in operation will be displayed at key positions on the perimeter of the System and at intervals within the operational area.  The signs will allow people entering the area to make a reasonable approximation of the area covered by the System. The signs will identify the owners of the System and include appropriate contact details.

10.3
The Code of Practice is a public document and will be made available on the Borough Council’s website, and at public libraries and other public offices where it will be publicised through the provision of notices.

10.4 The Borough Council will produce an annual report, which will be submitted to the relevant  

            Borough Council Board, the Town Council and to the local Police.  The report will be made  

            available to the public for inspection and copies made available on the Council’s website, at  

            public libraries and other  public offices. It will include: -

· An evaluation of the System to include impact on neighbouring areas;

· Impact on purpose and objectives;

· Particulars of complaints and public views of the System;

· Costs of the System; and

· Changes to the System or code of practice during the preceding year.

11
Residential Property in the Surveillance Area

11.1 The system will operate in a manner that is sensitive to the people living, visiting and working in  

            the area.  Camera operators will receive training in the degrees of privacy afforded to premises  

            within a mixed commercial and residential area.

11.2
The system will be programmed in such a way that views are electronically “blacked-out” from the monitors, thus creating “privacy zones”, within which the cameras will not be capable of recording pictures.

11.3
Any concerns regarding the use of the system will be responded to by letter, which explains its operation and the safeguards that prevent its use in relation to private property.  If the letter fails to satisfy the individual, the Assistant Director (Community Development) or Community Support Manager shall meet the resident to offer a full explanation and answer any questions.

12
Assessment of the System and Code of Practice
12.1
Evaluation – The Borough Council will ensure that the System is evaluated every three years by an independent consultant and a suitably independent senior officer nominated by the Chief Executive.  The evaluation shall include:

· Assessment of impact upon crime/public order and community safety

· Impact on key objectives

· Impact on neighbouring areas without CCTV

· The views of the public

· Operation of the Code of Practice

· Whether the purposes for establishing the System still exist

12.2
The results of the evaluation should be a factor in considering future functioning, management and operation of the System.

12.3
Monitoring – The Community Support Manager will have day to day responsibility to monitor the operation of the System and to ensure implementation of the Code of Practice.

12.4
Audit – Regular audits of the System will be undertaken by the Borough Council’s Internal Audit Section to provide an element of independent scrutiny.  The audit will address the operation of the Code of Practice.

12.5
Inspection - Reports of inspections and any outcomes or recommendations arising shall be reported to the Town Council and the relevant Borough Council Board.

13
Staff
13.1
Only properly and adequately trained staff will be allowed to operate the System.  All operators’ posts will be multi-tasked and individuals may also be deployed on other related services.

13.2
Staff will be recruited in accordance with the Borough Council’s Recruitment and Selection Policy, which was adopted in April 2001.

13.3
All staff at North Warwickshire Borough Council have access to the Employee Handbook and National Conditions of Service and all new recruits are subject to that commitment as a condition of employment.

14
Complaints and Compliments
14.1
Complaints and compliments will be dealt with through the Borough Council’s existing “Complaints and Compliments” system.  Complainants can expect a written response to their complaint within 20 working days of the complaint being received.  The Assistant Director (Community Development) will be responsible for ensuring that all complaints are properly investigated.

14.2
The  annual report  produced for the System will include the number of complaints received, the number substantiated and any action that was taken as a result.  The report shall be submitted to the Town Council, the Police and the relevant Borough Council Board.  Complaints about “policy issues” will be referred to those undertaking the annual evaluation of the System.

15
Breaches of the Code
15.1
Breaches of the Code by members of Council staff will be dealt with in accordance with the Borough Council’s “Grievance and Disciplinary Procedure”.  The Police will also be involved if criminal activity is suspected.  Any report shall include recommendations on how to remedy any breach that is proved.

15.2
The Community Support Manager is responsible for the security of the System. Breaches of security will be investigated in the same way as Breaches of the Code.

15.3
When a serious breach of the Code of Practice or security occurs the Borough or Town Council may appoint an independent person who holds relevant professional qualifications to investigate and make recommendations.

16
Control and Operation of Cameras
16.1
Only properly trained staff with responsibility for using the equipment have access to the operating controls and they must act with the utmost probity.

16.2
The use of the cameras will be solely in accordance with the purpose and objectives of the System and will not be used for any purpose whereby the privacy of an individual would be compromised.

16.3
Operators are fully trained.  They will be aware that recordings are subject to routine audit and that they (the operators) may be required to justify their interest in a member of the public, vehicle or premises.

16.4
Operational procedures will restrain the use of cameras in connection with private premises.

16.5
Camera operators will be subject to supervisory procedures to ensure compliance with this aspect of the Code of Practice.

16.6
The Community Support Manager and the Police will decide the level at which incidents will be reported to the Police.  The Police will decide the  level of response  in accordance with the Force graded response policy.

17
Access to and Security of Monitors and Control Room

17.1
Access to view monitors is limited to staff with that responsibility and to the managers involved.  

            Other access will be strictly controlled and only with the approval of the Assistant Director (Community Development) or in that person’s absence, the Community Support Manager

17.2
An  Access Control  log is maintained so that a record of all people entering the Control Room is kept.

17.3
No public access will be allowed to the monitors except for lawful, proper and sufficient reason and only with the prior approval of the Assistant Director (Community Development) or an officer to whom authority to permit access has been delegated in accordance with operating procedures.

17.4
Demonstrations of the System for lawful, proper and sufficient reason will only be carried out under the supervision of the Assistant Director (Community Development) or the Community Support Manager to relevant approved groups.

18
Tapes, Other Recording Media and Recorded Material
18.1
Recorded material will only be used for the purposes defined in the Code of Practice and access to recorded material restricted as defined. No recorded material will be made available for sale or entertainment purposes.

18.2
Recording equipment will be checked and tested in accordance with the System’s operational guidelines.

18.3
A library of tapes will be kept to fulfil the System’s operational requirements. Tapes are used in strict rotation and retained for a maximum of 28 days before being reused. Tapes must be magnetically erased between recordings. S-VHS analogue tapes will be replaced after 13  usages. Digital tapes will be replaced after 60 usages.

18.4
Each tape  will be clearly marked with  a unique serial code .

18.5
Each  recorded tape  will be retained for a period of at least 28 days before re-use or destruction.

18.6
Each tape will be used a limited number of times as shown at 18.3 to avoid picture quality deterioration, after which it will be destroyed and replaced by a new tape . Tapes must  be  spot-checked for erasure before being disposed of or destroyed.

18.7
 Each time a tape is used a record will be kept. 

18.8
Operators are not permitted to review the secured tapes without prior authority. All viewings by outside parties are to be made available only where an appropriate legal requirement exists and then strictly by appointment with the Community Support Manager or that person’s designee.

18.9
Tapes are held in a secure cabinet. Separate secure storage will be maintained for tapes  identified and declared by the police to be “negative evidence”. All staff are aware of audit requirements in relation to all tape records.

18.10 Working Copy tapes containing details of an incident will be provided to the Police.  The master

           recorded tapes will be retained in a separate section of a secure cabinet until used for Court or

           released by the Police.

18.11
The Police are permitted access to tapes and  prints when they reasonably believe that access to specific recordings is necessary for their investigation regarding detection or prevention of crime. The Police are able to visit the Borough Council to review and confirm the Borough Council’s arrangements.

18.12
Access to recordings may be obtained in connection with civil disputes by Court Order or victims in connection with criminal proceedings in conjunction with the Police.  No other access will be allowed unless approved by the Assistant Director (Community Development) for the reasons, which fall within the purpose and objectives of the system, or by reason of the Data Protection Act 1998.

19
 Hard Copy Prints
19.1
Still prints are not taken without justification and will remain the property of the Borough Council.  A record will be kept of all prints taken.  

19.2
All still prints obtained will be destroyed within 31 days unless required by the Police.  Responsibility for the disposal of still photographs removed from the Control Room by the Police will rest with the Police. Prints may be held at the Control Room for intelligence purposes, but will be kept in a separate file in a secure cabinet, reviewed regularly and destroyed in 90 days.

19.3
All the rules and procedures for the handling and storage of tapes shall apply to prints .

20
Dealing with Incidents
20.1
Incidents or suspicious circumstances that fall within the purposes of the System shall be referred to the Police in accordance with agreed procedures. Any subsequent action will follow further instruction.

21
Police Contacts and Use of the System
21.1
Access to the tapes, other recording media and the Control Room shall be in strict accordance with the Code of Practice.

21.2
Any approach or visit from the Police shall be appropriately recorded.  

21.3
When the Police have reasonable cause to believe that an incident has been recorded which involves, or may involve, criminal activity, a Police Officer duly authorised by the Police Duty Sergeant, will be provided with a Working Copy Tape , against signature, in accordance with this Code of Practice.

21.4
In the circumstances specified in 21.3 above, the tape will then be released by the Control Room staff but ownership and copyright remains with the Borough Council.  The tape shall at no time be used for anything except the purpose specified and identified when the tape is released by the Control Room staff to the Police.

22
Provision of  Hard Copy Prints
22.1
A Police Officer duly authorised by the Police Duty Sergeant may request the Borough Council to produce still prints  from video recordings.  All such prints  will be indexed and recorded and the Borough Council will retain a copy. The Borough Council will retain copyright, as well as ownership of all  video prints .

23
Use of Video Tapes
23.1
An officer of any Investigating Agency as set out in 3.2 above may ask the Community Support Manager or that person’s designee to view the recording of a specified incident, which may appear to involve the commission of an offence and which may involve relevant services for which the officer is responsible , if either:

· during monitoring, the operator has seen the incident and alerted the relevant officer.

· the officer is made aware of the incident by any other means.

23.2
A log will be kept of all reviews of recorded tapes.

23.3
No other viewings by Borough or Town Council Members or Officers will be permitted.

24
Subject Access

24.1 An individual, or their approved representative (such as a solicitor), may request details of any recording that exists of themselves. This may be in the form of a video recording on a cassette.    This request may be refused under circumstances detailed by the Data Protection Act 1998.

24.2 Requests must be in writing and accompanied by sufficient information to enable the individual to be identified on the recording. Sufficient information must be supplied to enable the relevant recording to be located including a specific date and reasonable time window. 

24.3 The Assistant Director (Regulatory & Community Support) will respond within 40 days. A charge of £10 will be applied for searching and / or providing the information.  

24.4 Images and/or information relating to motoring offences or criminal acts to a person or property will not be provided directly to members of the public but may be provided to an insurance company or legal representative upon submission of a Right To View Application and payment of the £10 fee. Should it be considered by an individual that such images and information has been recorded by the system’s CCTV cameras the incident should be reported to the Police by the individual. The Police will then decide whether to request to review the relevant CCTV images and if so will be provided with copies of the relevant recorded images should they deem it appropriate. 
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